YeM ewe nonosiIHUTb
cBoun 60THET?



WHOAMI

e Network security researcher at PT

e (@ajaxtpm



Mirai (1)

CkaHupoBaHue cnydanHbix IP
MopTbl 23 1 2323
62 aedoNTHLIX Napons

No persistence



Mirai (2)

~400,000 60oToB eanHoBpeMeHHO (Mostly IoT)

cboun B paboTe canta Brian Krebs

cbon y DynDNS

nepebou B MHTepHeTe JInbepumn




loT Honeypot

Henpekpawatowmmca ckaH, ~5000 3anpocoB B CyTKHU
YTo ckaHupytoT?
e Default credentials

e Hype exploits (TR-064, Apache Struts, ...)


https://istheinternetonfire.com/
https://istheinternetonfire.com/

What next?




What next? - Your home router




Mirai (3)

MoanduunpoBaHHasa Bepcus aTtakyeT HeMeukune poyTtepsbl Eir D1000
e RCE yasBmMocCTb B peanunsaumu npotokona TR-064 (nopt 7547)
e cb6boun y 900,000 poyTepoB y Deutsche Telekom (28 Nov 2016)

e public exploit



4 3anoBegu poyTepos

5-6 OTKPbITbIX MOPTOB

(80, 443, 21, 22, 23, 137)

read-only squashfs

MaJio MeCTa

Escape character is "'"]'.
BCHMS&318 Broadband Router
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Please input the wverification cnde:l

Linux busybox

cTapbi codT




Problem #1 - Default Creds

Default credentials

- 15/100 poyTepoB ¢ AedONTHbIMM MAPOSISAMU

- 10/100 poyTepoB - support:support nnm admin:admin



429 default credentials -

Default Creds

admin:admin
support:support
user:user
root:12345
root:password
manager:friend
admin:
guest:guest
superadmin:Is$uper@dmin
admin:1234
admin:362729
admin:password
1234:1234
super:super



https://github.com/reverse-shell/routersploit/blob/master/routersploit/wordlists/defaults.txt

Problem #2 - Vulnerabilities

~10 yA3BMMOCTEN eXeMeCAYHO:

http://routersecurity.org/bugs.php

https://qgithub.com/reverse-shell/routersploit

https://vuldb.com/

http://seclists.org/fulldisclosure/2017/Mar/



http://routersecurity.org/bugs.php
http://routersecurity.org/bugs.php
https://github.com/reverse-shell/routersploit
https://github.com/reverse-shell/routersploit
https://vuldb.com/
https://vuldb.com/
http://seclists.org/fulldisclosure/2017/Mar/
http://seclists.org/fulldisclosure/2017/Mar/

Vulnerabilities

GoAhead WIFICAM cameras
Auth bypass & Root RCE

150k affected
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Vulnerabilities

GoAhead WIFICAM cameras
Auth bypass & Root RCE
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Vulnerabilities

GoAhead WIFICAM cameras
Auth bypass & Root RCE

150k affected
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Vulnerabilities

GoAhead WIFICAM cameras
Auth bypass & Root RCE - Infection in progress!

150k affected

AHnTHEMpYC Pezynkrat
AegisLab Linux.Proxy.Zztuolc
ELF:Proxy-L [Tr]

AVG Linux/Proxy TheMoon.Botnet

Avira (no cloud) LINUX/Proxy.zztuo

ClamAV Unix. Malware. Agent-6026633-0

Cyren ELF/Trojan.YTGN-5

Drieb Linux Themoon. 3



Vulnerabilities

Dahua Gen 2, 3
Backdoor file

>1m affected




Vulnerabilities

Dahua Gen 2, 3
Backdoor file

>1m affected

Also in

TheMoon.Botnet




Vulnerabilities

NETGEAR DGN2200v1/v2/v3/v4
Auth RCE

3k affected




Vulnerabilities

] 5Fthcﬂ dgn.py
whoami

ﬂgjﬂdy

% uname -a
Linux (none) 2.6.

NETGEAR DGN2200v1/v2/v3/v4
Auth RCE

3k affected




Vulnerabilities

iball Baton Routers
Plaintext passwords disclosure

2,5k affected




Vulnerabilities

TpebyeTtca ayTeHTUOWKALMA

/=2 paLLvEaET MA NoNL30BaTENA U napont. Caiit coobuyaer: «iBall Baton

fireless-M ADSL2+ Router (iB-WRATS0M)»

Ima nons3oBaTens: |

Mapone:

CTraena

iball Baton Routers
Plaintext passwords disclosure

2,5k affected




Vulnerabilities

The user name "user” can access the DSL Router, view config

Use the fields below to enter up to 16 characters and click "Ap

Username:
Old Password:

Mew Password: iball Baton Routers

Confirm Password: i i
BRI e Plaintext passwords disclosure

2,5k affected




Vulnerabilities

<html>
<head>
<meta HTTP-EQUIV='Fr
<link rel="stylesh
<link rel="=tvle:
<script languagu—’:e
<=zcript langunage="J=a

pwdhdmin = 'shikhar@l123';
pwdSupport = 'support’'; iball Baton Routers

pwdtlaer = "uaert;
Plaintext passwords disclosure

function btniApply -
= reword.cgl?'; 2,5k affected

H .-
var loc =




1)
2)
3)

4)

[locnencTBug

Traffic interception
DNS hijacking
Botnet agent

Performance downgrade/Denial-Of-Service

Severity




Firmware Backdooring

YaaneHHoe 06HOBNEHME NPOLUMBOK Yepes
FTP (18,000 available)
Telnet CLI (160,000 available)

Web (40,000,000 available)




1)
2)
3)
4)

5)

Firmware Backdooring

CkayaTb NpOLUMBKY A5 3TOro yCTPOMUCTBa
PacnakoBaTb

JononHutb eé backdoor akkayHTOM UAN CKPUMTOM
CobpaTb ppaHKeHWwTeNHa obpaTHO

O6HOBUTL NMpoWNBKY yCcTponcTBa Yepe3 FTP/Telnet/Web.

4096
4096
4094
4096
4096
4094
4096

11
4096
4096
4094
4096
4096
4094

4094
4096

155
4094

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

27
27
17
17
17
17
17
27
17
17
17
17
17
17
27
17
17
17
17

17:40 ¢

17:40 ../

2012 bin/
2012 data
2012 dew/
2012 etc/
2012 ik
17:40 linuxrc -»> binf/busvbox®*

{

ZO01Z mnt/
2012 opt/
2012 proc/
2012 shin/
2012 share/
Z0o1z svys/
17:40 tmp -> war/tmp
2012 usr/
2012 war/
2012 VERSICN
2012 webs/



Old Software

MpoaomkaT ncnonb3oBaTbca 6e3yaepxHo ctapble Bepcum MO

1. Dropbear SSH 0.46 - 2005 roa, Ha KaxaoMm 6M poyTtepe

2. Genivia gsoap 2.7 - 2004 rog, Ha kaxgom 20M poyTepe

3. RomPager 4.07 - 2006 roa, Ha kaxaom 20M poyTepe



Old Software

MpoaomkaT ncnonb3oBaTbca 6e3yaepxHo ctapble Bepcum MO
1. Dropbear SSH 0.46 - 2005 roa, Ha KaxaoMm 6M poyTtepe
5 Known Vulnerabilities CVSS ~ 5

2. Genivia gsoap 2.7 - 2004 rog, Ha kaxgom 20M poyTepe

3. RomPager 4.07 - 2006 roa, Ha kKaxxaoMm 15m poyTtepe

2 Known Vulnerabilities CVSS 10 (Misfortune Cookie)



Results

~5,000,000 ycTponcTB CO cCTaH4apTHLIMW NaponAMu
MwunnuoHbl ycTponcTs nogsepxeHol RCE yassumoctam
COTHM TbICAY YCTPOMNCTB 3axBayeHbl 60THETAMM

[lecaTkn HOBbIX yFI3BMMOCTeIZ exXxemMmecda4Ho




Defence

1) CHANGE YOUR PASSWORD
2) DISABLE UPnP, DNS, TELNET, FTP, HTTP FROM WAN

3) UPDATE FIRMWARE



Thank you for watching. Questions?




